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Remote Procedure Calls (RPC) are essential for various data

center workloads, including micro-services, serverless, net-

worked file systems, and many more. Previous work on char-

acterizing RPC workloads [10] demonstrated that short RPC

invocations in the ballpark of 1 microsecond make up a sig-

nificant portion of all RPC workloads.

Despite the high frequency of short RPC workloads, tradi-

tional data center RPC architecture using PCIe DMA-based

NICs incur high latency and CPU overhead. This is due to

a deliberate split of networking states between the CPU and

NIC. This historical and stable split comes from numerous

factors. Firstly, there is a fundamental distrust between the

OS and NIC, largely coming from the perception that the

NIC never does what the OS wants. The introduction of var-

ious IOMMUs has further strengthened this view. Secondly,

architecture researchers are well-known to ignore the OS,

attempting to bypass it by assigning applications to fixed

CPU cores to minimize scheduling disruptions. Last but not

least, there is a common misconception that fine-grained

interaction between the OS and NIC is slow; this might be

true in traditional descriptor-ring-based PCIe DMA, but not

so much in PCIe MMIO, and even less so in modern cache-

coherent interconnects.

Recent works explore alternative packet delivery mech-

anisms to the host CPU. Many of them embody kernel by-

pass mechanisms to remove the OS kernel from the critical

path, making trade-offs between energy-efficiency, flexibility,

and throughput [1, 3, 4, 6, 7, 11]. Others integrate the NIC

tightly with the operating system through various on-chip

mechanisms and similarly sacrifice flexibility [5, 9]. Tightly

integrating the CPU and NIC on the same die also poses chal-

lenges in practicality, since compute power and networking

speeds do not evolve in lock-step.

We argue that kernel-bypass approaches are at their limit

due to various advancements in the data center architecture.

Servers can comewith over a hundred cores, making obsolete

mechanisms for multiplexing CPU time between multiple

tasks. Furthermore, cache-coherent interconnects allow for

communication between the CPU and NIC lower latency and

higher throughput, without the need for huge batch sizes.

Such advancements call for a radically different, OS-centric

approach based on new interconnects and sharing of state

between the OS and NIC. In our ongoing project, Lauberhorn,

we propose an accelerated communication architecture that

fuses the NIC and the OS with coherently attached FPGA,

effectively freeing the CPU from all overheads in RPC pro-

cessing to achieve high efficiency and performance.

We implement a variant of the protocol proposed by Ruzhan-

skaia, et. al. [8] on top of cache-coherence protocols like CXL

to achieve efficient fine-grained communication between the

CPU and NIC. We then implement all but handler execution

in RPC processing on the NIC, offloading operations such as

compression, encryption, and arguments marshaling to the

FPGA as hardware accelerators. Finally, a tight integration

between the NIC and the OS scheduling system allow for

performance as good as kernel-bypass approaches, but with

far more flexibility.

A key novelty and contribution of Lauberhorn is how it

uses precise scheduling states to dispatch RPC requests. We

implement a multi-level scheduling approach, putting the

NIC completely in charge of deciding where to dispatch an

RPC request. The NIC holds authority of which user space

RPC application runs on a CPU core. The CPU starts in a ker-

nel thread and polls for a user space process to dispatch on

the core. After a process is dispatched on the core, the CPU

serves the request and continues polling in user space on a

different pair of cache lines. The NIC can then dispatch an-

other request to the same process with zero software overhead
(a simple jump on the CPU core). Alternatively, it can issue a

command asking the CPU core to go back to kernel mode to

dispatch a different user process. Such an approach allows

maximal performance without software overhead when one

service is hot, while retaining flexibility switching between

processes when necessary.

We set an ambitious target for an end-to-end RPC latency

overhead of 1 microsecond, accounting for everything in the

request processing path other than executing the user han-

dler function on CPU. Preliminary results on Enzian [2]

show that we can send and receive Ethernet frames from

the CPU over the ECI cache coherence protocol in around

800 nanoseconds, making a promising case for our latency

target.
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